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Malign in a Sentence

e Malign is a card-driven
educational game with rigid rules,
where players must grapple with
the pernicious effects of malign
influence, while attempting to
foster social resilience.

e In understanding gaming
information, Malign is one way of
slicing a complex and nuanced
concept.
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Malign Mechanics: Players and Map

Ursaria — Authoritarian “Sleeping Bear” that

desires a unified empire, just like the good ol’

days - /o Y

e Arden - Democracy that faces growing ol =1
bipartisanship and extensive freedom of TSN\
speech

e Republic of Fluma - Separatist region of Arden
that has a growing independence movement

e Presque - Cunning negotiator with a highly
competitive multiparty system

e Dinesia - Former colony of Presque, then

authoritarian regime, and now a brittle

democracy that has a territorial dispute with

Presque
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This is the effects
results table (ERT).
The top of each
column indicates
the Campaign
Value (CV) range
and the resource
cost

Effect Result Table
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Scoring track keeps
track of player
points over the
course of the game
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Population
Demographics
(PDs)

Place demographic
tokens (DTs) in the
PDs to set up the
countries
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Each country
places their
influence cubes in
their associated
color in other
countries
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Cards

Action Cards:

. o . o fo . . \ | i policy Pivot
e Played individually at specific times in the game OYWV ‘ R %

(either specified on the player mat or the card)
and trigger an immediate action (Leaks, Hack,
Honey Pot, Draw) that affects other players
(losing cards from hand) or the player that
activates the card (drawing cards, gaining
information, etc.)

Campaign Cards:

e Played in the formulation of a malign or
resiliency campaign and shape the narrative
that players discuss. Designated as Intent,
Method, or Multiplier.




Card Taxonomy

Red is for Malign - .
i fluence. Blue is _i. Influencers <J—| Card Title |mmmt=p> ACtive Measures

for Resiliency. T

8 -IM+ |Card|mage| | |oo" : olﬂ

Triangle is Intent.
Pentagon is

Method. Circle is ) @ @ Indicates Action I
Multiplier. The Action Card
number inside the T BECE L. . Covert and deniable operations
shape [s the g ”}f e flglms o J Card intended to achieve political
= { J
Influence Value (IV) enhance the reach of your message. [t o L [—b , ’
T P mfluence.

Randomly DISCARD 2 cards
Card Effects I—» from any player’s hand.




Honey Pot

Action

The honey pot or tmi*pcr entices a
target into a false relationship to
gain sensitive information or access.
Target one player and have
them roll 1 dice. If they

roll equal or less than 6,
they must DISCARD 4 cards.

\

. Social Divisions

Fay

2\

Aims to foster malictous
influence by pitting groups
against one another.

Place any 1 DT on this card
as the target of the
campaign.

‘ Influencers

2 TM +

@@

An individual or group attempting
to influence and inspire others,
usually on social media.




Malign Mechanics: Placemats

Arden’s strong
democratic values face
the push and pull of

domestic politics while Intent II Method II Amplifier IT
international threats

loom on its borders.

[ N O O o

Turn income:

00




A row, comprised of
intent, method, and
amplifier. The CV is
determined by
adding all of the
Influence Values
(IVs) together. This
CVis 11, s0it
would cost 2
resources

Each player has
starting resources
(indicated by
number of yellow
cubes) as well as
income every turn.

DTs to indicate
target country and
demographic

loom on its borders.

income:

. Malign Influence

A

A hostile effort by a foreign country
to influence a target country using

overt or covert means.
PRMVIFTSERT on this card
a Bl of the
2 People’s

. Online Radicalization

The process o fm!r oduci IIIJ and
indoctrinating an in 1
extreme ideo lJI al messag v'lr[ut system.

When used with "Conspiracy
Theory," add 2 to the CV.

. Conspiracy Theory

N L -
- —

@

A belief that an event or set of
circumstances are the result of a
secret plot.

S e

. Resiliency

&)

A

to withstand, adapt,
o ver mpuﬂq from

card
as

. Electoral Security

6O

The protection of clections and
voting infrastructure, usually
from a cyber threat.

When used with "National
Effects,"” add 2 to the CV.

‘ Deplatforming

L

Removing access to a platform, such
as social media, to reduce their ability
to get their message into the public.

Regime Ability

Discard




Intent A

MALIC

3:

»

1
Z

Campaign Stage — Choose one of the following:
a. Construct a new influence campaign
b. Modify an existing campaign
C. Play an action card
May activate ONE campaign and its effects. Expl
narrative. Roll for success. Apply the effects of any

successful campaign. Depending on the CV, discard cards.
Action Stage: Play ONE Action Card and apply its effects.

Move all campaigns down one row. Place all cards
without a row into the Discard Pile.

Clean Up: Remove 1 Malign cube for every 2 Resiliency
cubes.

Begin a new turn

Draw 5 cards. On the first turn, draw 10 plus Starter Cards.

. Resiliency

!

The ability to withstand, adapt,
and recover rapidly from
disinformation.

(gAY 1 DT on this card
arget of the
Party ¥

Method .

Multiplier .

(| Attribution

cms D

Proactively attributing
clandestine actions to an acter-

Grassroots
Mobilization

Maovement at the local level
intended to affect political or
economic change.




. Malign Influence

A\

A hostile effort by a foreign country
to inﬂuence a target country using
overt or covert means.

Place any 1 DT on this card

as the target of the
campaign.

. Online Radicalization

The process of introducing and
1mbdumﬂmqanndndudolmmqwoan
(\nnn(uhobqualnu«aq¢olbduf‘qﬂun

When used with "Conspiracy
Theory," add 2 to the CV.

. Conspiracy Theory

/7 _-
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@

A belief that an event or set of
circumstances are the result qf a
secret plot.




. Malign Influence

&

A hostile effort by a foreign country
to inﬂuence a target country using
overt or covert means.

@

Place any 1 DT on this card
as the target of the
campaign.

. Online Radicalization

The process of introducing and
1mbdumﬂmqanndndudolmmqwoan
(\nnn(uhobqualnu«aq¢olbduf‘qﬂun

When usqf™W "Conspiracy
Theory, ' o the CV.

. Conspiracy Theory

A belief that an event or set of
circumstances are the result qf a
secret plot.




The Value of the Narrative

The most important aspect of the game is the narrative that
players construct in their campaigns

@)

@)

All of the game pieces (map, demographics, victory
conditions) are intended to help players create unique
narratives that take common tools of malign influence and
resiliency and piece them together.

Players can veto narratives that they do not believe make
sense—creates a conversation!

Avoids players from just “gaming” the game

The game’s pieces are designed to be flexible to test out
different scenarios

@)

Currently designed for a “Russia-Ukraine” scenario, but
victory conditions and demographics can be changed
easily to entertain other case studies.

Starter

Indicates that a player’s
narrative for a campaign is
unrealistic or unbelievable.

INSTANT. When a player places a
campaign -- initiate a VOTE; all
players vote. If the majority
agrees with you, discard the entire
campaign, Remove from game after
use




Design Insights

Fictional World < — > Realistic Scenarios

Number of assets vs. Flexibility

e Exploratory game vs. Time
o Complexity of the game and facilitation

(no one reads the “read aheads”)
e Cutting down mechanics: Alliances and
social “sliding scales”
e Victory Conditions: How do we incentivize
the best interactions between players?
o Currently a “rack and stack points” but

moving towards “achievement
unlocked” mechanisms

B
s ®800 0 .
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How does Malign fit in the research space?

e Malign is only one proposed way of
slicing the research problem of finding
effective ways to counter
misinformation, disinformation, and
malinformation

e Developing into a training tool to help
players contextualize the different ways
that information has influenced their
daily lives




Other Information Gaming Opportunities

Player behavior in gaming can highlight
avenues for further research
o Different groups/cultures/identities may
be more or less receptive to different
information campaigns
e Psychology of a successful vs.
unsuccessful campaigns
o What makes people believe something?
e Specific country dynamics
o Will a social media campaign work the
same in different countries?
e How information and influence fit into the
larger battlespace/international
environment?




The Journey So Far (thank you!)

European Center of Excellence for

Countering Hybrid Threats (Helsinki, FI)
o  Aalto University & Laurea University
Students

e Steam TableTop Simulator (TTS)

o 3-5playtests
Pittsburgh board gaming community ‘ ‘
Disinformation Event: Riga, Latvia . A hd
Connections NL | - L
The Hague University
Friends of Europe: Brussels
Ministry of Foreign Affairs, Poland



The Journey Ahead
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Backups



Game Design

Tools:

e Gimp: Map creation

e Inkscape: Map editing/design

e Google Slides/Drive: Placemats, running
document of design ideas, edits, etc.

Inspirations:

e Pandemic: measuring influence through
cubes

e Root: battling factions going head-to-head

The Quiet Year: the role of the narrative

e Dungeons & Dragons: map designs

Inkﬁscape

DUNGEONS
@@RAGON S



